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ER75i (EX)Twin EDGE/GPRS poyTtep
PykoBOZICTBO mOnb30BaTEII

1. Oomas ungopmauus

1.1. Ha3HayeHme ycTpoiicTBa

Poyrep GNS-ER75i Twin wucmons3yer TexHomormto EDGE s HanéxHOro
BBICOKOCKOPOCTHOTO JIOCTya B VHTepHeT oOTAenbHOro ycrpoiictBa wiu  wnenod  Ethernet-
cetu. OH MoXeT OBITh MCHOJNB30BAaH ISl MOAKIIIOYCHHS K CeTH MHTEpHET KOMITBIOTEPOB H
CeTeid, TOProBbIX aBTOMATOB M OAHKOMATOB, IPOMBILIICHHOTO O00OpPYIOBaHUS U CHCTEM OXpaHbI U
HAOMIONIeHNsl, a TaK JKe JUIs ynal€HHOro MoHuTOpuHra W ympasienus. GNS-ER75i Twin
o0nazaer OONBIIMM HAOOPOM Pa3IMYHBIX (DYHKIHUI, KOTOpPBIC JIETKO HACTPAHBAIOTCSA U YIOOHBI B
UCIIOJIb30BAaHHU.

OcHoOBHbIE (PYyHKIUHK:

e gnBe SIM-kapTel ¢ aBTOMAaTHYECKUM TEPEKIIOYCHHEM MEXKAY HHMU U
BO3MOYKHOCTBIO UCIIONB30BaHMs ¢ akTUBHBIM PIN-Kkomom;

e BcrpoeHnbiii DHCP-cepBep mist aBromarmueckoro monydenus IP angpeca,

MOJIIEP’KUBACT CTATUIECKHE a/Ipeca;

¢dbynkius NAT no3BomsieT HACTPOUTH JOCTYIT BO BHYTPEHHIOIO CETh U3BHE;

dbyukius Firewall mis orpanndenust 10cTyna B HHTEPHET;

5 GRE-tynneneii;

OpenVPN-TyHHens ¢ mudpoBaHueM;

OpenVPN cepgep, OIep>KUBAIOIIHA 5 KIHCHTOB,

IPsec-TynHensb ¢ mudpoBaHuem;

JOCTYII K IOCTIeZI0BATeIbHOMY TOpTY uepe3 Telnet;

ket DYyNnDNS nnst oGHOBNeHMs nHGOpPMAIIUU O JTOMEHHOM WMEHH TIPH

UCIOJIb30BaHNM JUHaMudeckoro IP aapeca;

pYYHas ¥ aBTOMaTHYeCKasl yCTAaHOBKA BHYTPEHHUX YacOB,;

e yYBEJIOMJICHHE O BKIIOYEHWH, ycTaHOBKe miu morepe GPRS coenmnenus uepes
SMS coo0menus;

®  3ayCK IOJIb30BATEIbCKOTO CKPHIITA C BO3MOXKHOCTBIO foctyna k USB Flash
ycTpoicTBaM U oTnpaBkoir SMS-coo01enmii;

e 3anpoc 6amanca USSD komaHoid.



GNS-ER75i Twin EDGE/GPRS poyrep _J\/avacam

PykoBozcTBO nonp3oBaresis WIRELESS

1.2. TumnoBble NpUMEeHEHUS

e JIOCTYN B UHTEPHET OJHOTO KOMIIBIOTEPA WIIH 1110 CEeTH,

VWi, MHTepHeT

NIOKaNbHan CeTb

GNS-ER75i Twin

e TIOJKJIIOYEHHE K CETH HHTEPHET TOProBBIX aBTOMAaTOB M OaHKOMAaroB, MPOMBIIIIEHHOTO
000pYIOBaHUS M CUCTEM OXpaHbl M HAOMIOJEHHUs, a TaKKe s y1aJéHHOI0O MOHUTOPHUHTA U
YIIPABJICHMS,
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: | \\ WHTEpHeT cepsep

Ethernet Ethernet Ethernet
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PykoBozcTBO nonp3oBaresis WIRELESS

e Telnet-noctyn k ycTpoiicTBaM depe3 MOCISIOBATEIbHBINA MTOPT U MPO3PAYHOE COCAMHCHUE
JIBYX YCTPOMCTB C MOCJEA0BATEIbHBIMU IOPTAMHU YEPE3 UHTEPHET.

A«ii\

i  CeTe GSM <:l'>

.f:

WHTEPHET

R5292 / RS232 R523i

N



GNS-ER75i Twin EDGE/GPRS poyTtep
PyKOBOACTBO 10JIb30BaTENA

JI\Nfovacom

WIRELESS

1.3. Kommiexkranus

Kommtekr ycrpoiictBa GNS-ER751 Twin:
e poyrep GNS-ER75i Twin;

ook muranus 1000 mA,;

GSM anrtenna SMA;

Ka0eJIb JIOKAJIbHOM CeTH,

JIACK C OITICAHUEM.



GNS-ER75i Twin EDGE/GPRS poyTtep
PyKOBOACTBO 10JIb30BaTENA

1.4. OcHOBHBIE XapaKTePUCTUKHU

GSM-moayns Cinterion MC75i:
e jmana3zosl yactor: GSM 850/900/1800/1900 MI't;
e EDGE (E-GPRS) Multislot Class 10;
e GPRS Class 12:
e BBIXOJHAS MOIIHOCTE:
o kiacc 4 (2W) nna EGSM850;
o kiacc 4 (2W) mst EGSM900;
o xknacc 2 (1W) as GSM1800;
o ximacc 2 (1W) g GSM1900.

VYipasisromas CucTema:
e Ilponeccop ARM920T,
e Jlunamuueckoe O3Y 64 MB;
e Flash-namsate 8 MB;
e Ethernet 10/100Mbit.

OJEeKTpONUTaHUE!
e HamnpspkeHue nutanus ot 8 10 30 B;
e TOK NOTpeOIeHHUS:
o Ipu HanpspkeHuu nutanus +12 B - 800 MA;
o TIpH HanpspkeHuu nutanus +24 B - 400 MA.

dusnueckre XapaKTePUCTHKH
e rabaputsl 76x110x30 MMm;
e Bec 190 p.;
e jauamna3oH pabouux temneparyp ot -30°C no +70°C.

JI\Nfovacom

WIRELESS



GNS-ER75i Twin EDGE/GPRS poyTtep J\Iawcom

PyKOBOACTBO 10JIb30BaTENA WIRELESS

1.5. Baemnwuii Bujg

Buemnuii Bua poyrepa ER751 (EX) Twin npencrasnes na puc. 1 u puc. 2.

Puc. 1. Bun ciepenu

Ha pucynke nudpamu 0003HauEHBI:

Jlorox SIM-kaptsr Nel,

notok SIM-kaptel Ne2;

uHAUKaTop akTuBHOCTH SIM-kapter Nel,
UHIUKaTop akTuBHOCTH SIM-kapThr No2;
MHAMKATOp 3arpy3ku poyrepa uinu ooHosnenus 110;
uHaAnKarop coctosiHust GSM coennnenus;
WH]JIUKATOp JOKAJIbHOM CETH;

WHANKATOp MTUTAHUSI.

LN~ wWNE

10



GNS-ER75i Twin EDGE/GPRS poyTtep J\Iawcom

PyKOBOACTBO 10JIb30BaTENA WIRELESS

POWER SUPPLY
DC 8-3ev

Puc. 2. Bun c3aam

Ha pucynke nudpamu 0003HauCHBI:
9. Paswém ceru Ethernet;
10. Pazpém RJI45 nis COM-nopra;
11. Pazsém SMA s noaxinroueHus anreHHsl GSM;
12. Pa3péM i1 HOOKIIOUEHHS OJ10KA MUTAHKA,
13. Kunomnka Reset.

11



GNS-ER75i Twin EDGE/GPRS poyTep

PyKOBOACTBO 10JIb30BaTENA

JI\Nfovacom

WIRELESS

1.6. UnTepeiicnl

1.6.1. Pa3bém nmocaenoBarenbHoro nopra SERIAL

®

Puc. 3. Pazsém SERIAL

Tabmuma 1. Haznauenue BeiBogoB COM-mopra.

KoHTaKT CurHan HanpasneHue Ha3sHauveHune
1 RX1 Device-Router |Mpuem gaHHbIX (OTnagKa)
2 X1 Router-Device |Mepenaya gaHHbIX (0OThaaKa)
3 He ucnonb3yeTca -
4 GND obuwui Kopnyc cuctembil
5 RX2 Device-Router |Mpuem gaHHbIX (OCHOBHOM)
6 TX2 Router-Device |Mepenaya gaHHbIX (OCHOBHOM)
7 He ucnonb3yeTca -
8 He ucnosb3yeTca -

12



GNS-ER75i Twin EDGE/GPRS poyTtep
PyKOBOACTBO 10JIb30BaTENA

JI\Nfovacom

WIRELESS

1.6.2. Pa3pém nuraHus

Tabnuna 2. HaznaueHne BBIBOIOB pa3bEéMa ITUTAHUS.

Puc. 4. Pazpém niuranus

Kourakt

Cursan

Haznauenue

1

GND

Kopnyc cucremsl

HC UCITIOJIB3YCTCA

HC UCIIOJIB3YCTCA

HC UCITIOJIB3YCTCA

HC UCIIOJIB3YCTCA

OB IWIN

+ Unur

ITo10XUTENIBHBIN ITOJIIOC IOCTOSHHOTO HaIIPs’KCHUC ITUTAHUA

13



GNS-ER75i Twin EDGE/GPRS poyTep

PyKOBOACTBO 10JIb30BaTENA

JI\Nfovacom

WIRELESS

1.6.3. Pa3ném ceru Ethernet

Puc. 6. Pazsém cetu Ethernet

Tabnuna 4. HazHauenue BeIBOIOB pazbéma Ethernet.

Konrakt Curnan Hanpasnenue HazHnauenue
1 ETX P Router-PC  |Ilepenava, MOIOKUTEIHHBIN TOITIOC
2 ETX N Router-PC  |Ilepenava, oTpuIiaTenbHbIN TOIIOC
3 ERX_P PC-Router  |IIpuém, momoXuTEIbHBIHA MOIIOC
4 HE UCTOJIb3YETCsI -
5 HE UCIOJIb3YEeTCs -
6 ERX N PC-Router |I[Ipuém, oTpuIiaTeIbHBIN MOIOC
7 HE MCIOJIb3YETCs -
8 HE UCIOJIB3YeTCs -

14



GNS-ER75i Twin EDGE/GPRS poyTtep _AIO\/acam

PyKOBOACTBO 10JIb30BaTENA WIRELESS

1.7. HNupukanus cOCTOSTHUSA

Ha nepenHroo naHeb BEIBEICHBI 6 CBETOAMOI0B, KOTOPhIC HHYOPMHUPYIOT O PEIKUME
paboThI.

Taﬁnnua 5. HazHaueHmue CBE€TOAUOAHBIX UHIUKATOPOB

O6o3HaueHue Ha3nauenue
1 Bribpana SIM-kapra Nel
2 Bri6pana SIM-kapra No2
PWR Hanuuue nutanus — roput npu nojgade NATAHUAS
GSM Cocrosiaue GSM-coequnenus:

Muraet ¢ uatepaioM 0,5 c. — HET perucTpaluu B CETH;
KOPOTKO MUTA€T C NHTEPBAJIOM 2 C. — 3aPETUCTPUPOBAH B CETH;

4acTO MUTAaeT UM TOPUT ITOCTOSHHO — [lepeiava JaHHbIX Yyepe3
GPRS/EDGE

BUSY Poytep 3aHAT — IpouCcXOAUT 3arpy3Ka poyTepa, COXpaHEHHE HACTPOEK WU
0OHOBJIEHHE BHYTPEHHEH nporpaMmsl. Jl0xKAUTECH TOracaHusl UHIUKATOpa
nepes; HadasioM padoTsl. He oTk/II04aliTe NUTaHME NPU BKJIIOYEHHOM
HHAUKATOpE!

ETH JlokanbHas CeTh:
TOPHT B cllydyae MOAKIIOUYEHUS CETeBOTro Kadens;
MHTaeT NPy Nepeaade JaHHbIX 110 JOKAJIbHOM CETH.

15



GNS-ER75i Twin EDGE/GPRS poyTtep _AIO\/acam

PyKOBOACTBO 10JIb30BaTENA WIRELESS

2. IloakJjwo4yeHne U HACTPOIiKa

2.1. TIoakjaw4yeHue

[Tepen Hauanmom paboThI HEOOXOAMMO MPaBHIBHO MOAKIIOYMTE poyrep GNS-ER75i
Twin. YcranoBute notku ¢ SIM-kapramu COIIACHO NPUBEASHHOW HWKE HMHCTPYKUIUU H
puc./, NOJKIIOYMTE K pOyTepy AaHTEHHBIH M CETeBOH IpoBOJa B COOTBETCTBUM C puUC. 8.
Hcnonp3yiite npssMoil  kalenb Ui TOAKIIOYEHUS K KOMMYTAaTOpy WIM KpOCC-Kabenb MpH
HOAKJIIOYEHUH HAMPSIMYIO K KOMIIbIOTepY. biIok muTaHus noAkitoyaiTe B MOCIEAHIOI 0Uepe/ib.

[Topsinmox ycranoBku SIM-kaprt:

e BcTtaBbTe SIM-KapThl B TIOTKM KOHTAKTHOM IUIOMIAIKON HAPYKY;

e SIM-kapra Nel BcTaBisieTcs B BEpXHHM JEprKaTelb KOHTAKTHOW TUTONIaAKoNW BHU3, SIM-
kapra Ne2 BcTaBisieTcsi B HIDKHUM JiepKaTeb KOHTAaKTHOM IIOMIAIKON BBEPX;
BCTaBBTE JIOTKHU B JIEPKATEIN TaK, YTOOBI Kpasi JIOTKOB ITOIAJIM B a3kl JEPKaTENICH;
Jutst u3BliedeHust SIM-KkapThl HOKMUTE JKENTYIO KHOIIKY OKOJIO IePyKATelsl JTHHHBIM TOHKHM
peaMEeTOM (pa3orHyTas CKpernka, 3y00urcTKa U T. I1.).

16



GNS-ER75i Twin EDGE/GPRS poytep _/\Iavacom

PykoBozcTBO nonp3oBaresis WIRELESS

Puc. 7. YcranoBka SIM-kapt

17



GNS-ER75i Twin EDGE/GPRS poytep _,\Iovacom

PYKOBOIlCTBO IIOJb30BAaTCIIA WIRELESS

Puc. 8. Cxema nogkiiroueHus: poyrepa

1. KaOeinp JOKaIBLHON CETH.
[Inyp nutanus.
3. AHTeHHa

2.2. ba3oBas HacTpoiika

Hns  wactpoiiku poyrepa GNS-ER751 Twin u HaOmioneHuss 3a €ro COCTOSHUEM
ucnons3zyercs Web-untepdeiic.  Wcxomuwiii  IP aapec  192.168.1.1. Hacrtpoiiky MoxeT
MPOU3BOJIUTH TOJIBKO MOJIb30BaTelNb “root” ¢ HCXOAHBIM mapoiieM “root”.

B BepxHeii yactu Web-untepdeiica HaxoaATCs 3aKIaKH OTCIICKUBAHUS cocTostHUs (Status
and log), wnactpoiiku (Configuration) u ympaenenus (Administration). C neBod CTOpPOHBI
PacCIIOIOKEHBI MYHKTHI MEHIO TSI KXKTOW 3aKIIa/IKH.

2.2.1. TlapameTpsl ceTeBOr0 MOAKJIIOYEHHS

Eciu poyrep GNS-ER75i Twin wucnone3yercst uis 1ocTyma B ceThb VHTEPHET TOIBKO
OIHOTO YCTPOMCTBA, TO HEOOXOAMMOCTH NEpPEHACTPaMBaTh CETEBOE IOAKIIOYCHHE pPOyTepa HeT.
HyxHo nuiib npaBUIbHO HACTPOUTH  YCTPOMCTBO:

18



GNS-ER75i Twin EDGE/GPRS poyTtep _AIO\/acam

PyKOBOACTBO 10JIb30BaTENA WIRELESS

ykazarb IP-agpec w3  nuanaszona 192.168.1.2...192.168.1.254, cereByro macky 255.255.255.0 u
o3 mo ymonmvanuto 192.168.1.1. Tak ke MOXKHO HacTpouth ycrpoicTBO kak DHCP-kimeHT.
Torma Bce 3TH HACTPOWKM OyIyT MONYdEHBI UM OT POyTEpa aBTOMATHUYECKH.

B cnydae, eciiu npenocrasnsercss UHTepHET-cOeqMHEHNE ISl CETH, HEOOXOJMMO BHIOpaTh
TaKde HACTPOWKH poyTepa, 4To0 u30ekarh KOHQPIUKTOB C YyXKE TNOAKIIOYEHHBIMA K CETH
ycrporictBamu. OOparuTtech K aIMHHUCTPATOpy Bamled CeTH Ui TOJNYYEHUS KOPPEKTHBIX
HACTPOECK.

2.2.2. Hoctyn k Web-unrepdeiicy

Urober Hactpouth poyrep GNS-ER751 Twin, mogkiountTe €ro HEMOCPEACTBEHHO K
KOMITBIOTEPY C MOMOIIbI0 mepekpécTtHoro (Cross-over) kaOess. YCTaHOBHTE B  CBOMCTBax
CETEeBOT0 COCIUWHEHMS KOMIIbIOTEpa «ABTOMAaTH4YecKH mouay4darb |P agpec». Beemute B
ampecHoir ctpoke Opoysepa 192.168.1.1, ménkuure Ha cchuike «GNS-ER75i Twin EDGE
router». B oTKpbIBIIEMCS OKHE YKa)KUATE JJOTUH OOt naponb  root.  Otkpoercst — web-
unrepdeiic poyrepa. Illenkuute ©a 3axmaake Configuration. Bel momanére Ha CcTpaHHILy
HACTPOMKU CeTeBOro coenuHeHusi poyrepa. CieBa HAXOAMTCSI MEHIO JOCTYIHBIX HACTPOEK.

2.2.3. Hacrpoiika ceTeBOro nmoaKJ04YeHust

B ctpoke IP Address ykaxwure IP-agpec poyrepa. DTOT aapec IT0/KSH ObITh CBOOOIHBIM B
JaHHOU JIoKanmbHO# cetr. [Ipu HeoOxoaumocTu u3MeHuTe Macky nojceru (mosie Subnet Mask) u
ykaxkute xkenaemble HacTpoiiku DHCP-cepsepa. Yurute, 4to U1t TOro, 4T06 KOMIBIOTEPHI B CETH
MOIJIM KCIOJNB30BaTh HMHTEPHET-COCIMHEHHE, YycTaHoBIeHHoe poyrepomM GNS-ER75i Twin,
HEOOXOMMO B HACTPOMKax CETEeBOrO IOJKIIOUEHHUs KOMIIBIOTEpOB yka3aTh |P-aapec poyrepa,
KaK IUTI03 M0 yMONM4YaHWio. Takke MOXET MOoHaIo0uThes yka3aTh [P-aapec poyrepa B moie DNS-
cepBep.

19



GNS-ER75i Twin EDGE/GPRS poyTtep _A/O\/acom

PyKOBOACTBO 10JIb30BaTENA WIRELESS

2.2.4. Hacrpoiika GSM coenuHeHust

[Tocrne Toro, kKak poyTep MOAKIIIOUEH, & CETEBOE COCTUHEHUE HACTPOCHO, MOKHO HACTPOUTH
GPRS/EDGE coenunenue.

JIyis yCTaHOBKH COCIUHEHHUS C CeThio MHTEpHET BaM HY)KHO 3HATh MMS TOYKH JIOCTYIIa
(APN), nms monb3oBareis (Username) u mapons (Password). Dtu maHHBIE MOXKHO IONYYUTH Y
BAIllEro oreparopa CcoToBoi cBs3u. Ilepeitnute Ha 3akianky Configuration web-untepdeiica,
BoiOcpute myHKT GPRS B Mmeno cineBa. Otkpoercs crpanuma Hactpoiiku GPRS/EDGE
COC/IMHCHUSI.

[TocraBbTe Tanouky HamporuB mynkra Create GPRS connection u Bhnummre 3Ha4YEeHUS
napamerpoB APN, Username u Password B coorBercTBytomye mojs. st COXpaHEHUs] HACTPOCK U
YCTAHOBKH COeIMHECHUs Haxxmute kHOmky Apply. Uepes HexkoTopoe BpeMs coenMHEHHE Oyiaer

ycTaHOBJIEHO. Ero cocrosHue MOXHO NpOBepuTh Ha 3akiaake Status and log, B myHKTe MeHIO
GPRS.

2.2.5. Copoc HacTpoek

B ciydae, ecnm m3-3a HEBEpHBIX HACTPOEK HE yHAETCS MOJMYYHTH JIOCTYN K MHTEpdeicy
poyTepa, MOKHO BEPHYTHCS K 3aBOJICKMM HACTPOWKAM CIIEIYIOIIUM CIIOCOOOM:
e BKJIFOUUTE MUTAHUE POYTEPA;
e HAXKMHUTE U YICpP)KUBaiiTe KHONKY cOpoca HacTpoek (puc. 1, mynkr 10);
e cOpOC HACTPOEK MOATBEPKIACTCS TPEXKPATHBIM MUTAHUEM HHIUKATOPA 3arpy3KH.
e OTIYCTUTE KHOIKY cOpoca HaCTPOEK.

[Tocne cOpoca HacTpoek ycTpoilcTBo OymeT moctymHo mo aapecy 192.168.1.1 ¢ umenem
nosib30Baress root u napouaeM root.

Tpe 6yeTca ayTe HTHHEAUHA

x]

+«http:ff192,165. 1, 1% 3aNpAlMESET HMA NONESOESTENA H Napone, CaAT FOBOpHT:
«EMS-ER 7SI Twins

MMA nones0EaTenA: | rook

Mapong: | ssss

04 l [ OTHMEHA
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GNS-ER75i Twin EDGE/GPRS poyrep Novacom

PykxoBoacTBO mosib3oBaress WIRELESS

3. Omnucanme web-uarepdeiica

3.1. Status and log

3.1.1. Network

Tekylee cOCTOSTHUE CETEBBIX MOAKIIOUEHHUH U TabIuIa MapIIPyTU3ALIIH.

e o ——— -

WIRELESS

GNS-ER75i EDGE . s q - q
Status and qu Administration
Network Status

A

M rk

ethid Link encap:Ethernet HWaddr 00:05:4F:00:06:21
inet addr:192.165.1.1 Beoast:192.163.1.255 Mask:255.255.255.0
UP EROADCAST RUNNING MULTICAST HNTU:1500 HMetric:l
RX packets:2374 errors:0 dropped:0 overruns:0 frame:0
TX packets:Z064 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuslen: 1000
Interrupt:24 Base address:0xc000

pppod Link encap:Point-to-Point Protocol
inet addr:10.211.101.255 P-t-P:10.0.0.1 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metriec:l
RX packets:5851 errors:0 dropped:0 overruns:0 frame:o
TY packets:834 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuslen:d

Route Table
Destination Gateway Genmask Flags Metric Ref Use Iface
10.0.0.1 0.0.0.0 255.255.255.255 UH o [n) 0 pppd
182.165.1.0 0.0.0.0 255.255.255.0 u u} u} 0 ethd
0.0.0.0 10.0.0.1 0.0.0.0 jile] o o 0 pppd
>
4 L

Interfaces - paGotatorine HHTEPHENUCH U KX COCTOSIHUE
ethO - moxkJrFOUeHHE MO JIOKATBHON CeTH

ppp0 - GPRS/EDGE noaktouenne

Route table - trabnuma mapmpyrusaium
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3.1.2. DHCP

Csenenus o BbIaHHbIX [P-afipecax u ux nonydarensx.

_/\/ovacom

WIRELESS

GNS-ER75i EDGE . 0 A A
Status and log DHCP Status

lease 192.165.1.2 {
starts 4 2010/02/25 12:54:06;
ends 4 2010/02/25 13:54:06;
hardware ethernet 00:00:f0:7a:da:ee;
uid 01:00:00:f0:7a:da:iee;
client-hostname "Gnusmas-Komolow™;

+
leaze 19Z2.168.1.2 {
starts 4 Z010/02/25 13:24:03;
ends 4 2010/02/25 14:24:03;
hardware ethernet 00:00:f0:7a:da:ee;
uid 01:00:00:f0:7a:daiee;
client-hostname "Gnusmas-Komolowv™:

em Log
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PyKOBOACTBO 10JIb30BaTENA WIRELESS

Active DHCP Leases - texkymnue DHCP Boigaun
lease 192.168.1.2 - Beimannbii IP-ampec
starts 2 2008/07/08 16:08:00 - mara u Bpems Boigaun IP-ampeca
ends 2 2008/07/08 17:08:00 - gara u Bpemst okKOHUaHus aeicTBus IP-agpeca

hardware ethernet 00:50:ba:5d:86:df - MAC-aapec yctpoiictBa

OOparute BHUMaHHE, YTO 3/1€Ch U jJaiiee BpeMs ykaszbiBaercs B ¢opmare UTC. To ecth, He
YUUTBIBACTCS CIBHUT JJIi KOHKPETHOH BPEMEHHOH 30HBI. TakuM 00pa3oM, JIOKaJbHOE BpeMs IS
Mockssl, HanpuMep, OyneT Ha 3 yaca Ooinblie (WM Ha 4, eciu BpeMs JIeTHEe).
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GNS-ER75i Twin EDGE/GPRS poyrep Novacom

PykxoBoacTBO mosib3oBaress WIRELESS

3.1.3. GPRS

Cocrossnne GSM-ceT 1 UHTEPHET-COEAUHEHHUSL.

-~
GMNS-ER75i EDGE 3 . q q _ . —
Router Status and log Configuration Administration
Status and log GPRS Status

Current 5IM card: 1

Current operator: "MegaFon

Country code: 250

Network code: 02

Sigmal equality (0-31): -61 dBm (26)
Internet connection: EDGE attached

GPRS Estimated Traffic

Sent: 112 KiB 657 bytes
Received: 409 KiB 417 bytes

Z010-0z-09
Z010-0z-09
Z010-0z-09 cl : 10.17.12858.1, DMN3Z: 217.66.145.1

Z010-0z2-09 cted: Duration 1 minutes 4 seconds

2010-02-09 15:46:07 Disconnected: S3ent 7 KiB 745 bytes, Receiwved 9 KiB 756 bytes

Connecting
Connected:

.......... : 17

Z010-0z2-09 : : internet.mts.ru

2010-02-09 : 172.19.163.158, Remote IP: 10.0.0.1
Z010-0z-09 DMS1: 10.17.128.1, DN3Z: 217.66.145.1

Z010-02-10 14:32:05 Disconnected: Duration 1 minutes 39 seconds

2010-02-10 14:32:05 Disconnected: S3ent 10 KiB 890 bytes, Receiwved 10 KiB 990 bytes

Z010-02-25 12:
2010-02-25 12:
Z010-02-25 12:
Z010-02-25 12:
Z010-02-25 13:
Z010-02-25 13:
Z010-02-25 13:

DMNS1: , DN3Z:
internet
: 10.211.101.255, Bemote IP: 10.0.0.1

10.78.72.44, DN3zZ: 10.78.72.20

DN31:

Fefresh ” Clear Log ]

=
|
|

Actual GSM Info - uadopmanus o GSM certn
Current SIM card: 2 - aktuBHast SIM-kapra (1 wiu 2)
Current operator: ""MegaFon"' - Tekymuii oneparop
Signal quality (0-31): -61 dBm (26) - yposenb curaaiga B dBm u o mkase ot 0 o 31
Internet connection: EDGE attached - nanuune n cocrosune GPRS/EDGE
GPRS Estimated Traffic - mpumepHsbIit pacxon Tpaduka 3a CECCHIO
Sent: 112 Kbytes - nepenannsiii Tpaduk
Received: 409 Kbytes - npuHsTHINH Tpaduk
GPRS Connection Log - xypHal yCTaHOBKH COCAMHCHUI
Refresh - o6HOBUTH cTpaHuUIly

Clear Log - o4rCTHTB )KypHAT YCTAaHOBKH COCIMHCHUS
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PyKOBOACTBO 10JIb30BaTENA

JI\Nfovacom

WIRELESS

3.1.4. OpenVPN Tunnel
T et ]
Fri Jun 19 13:09:58 2009 OpenVPN 2.0.9 arm-unknown-linux-gnu [SSL] [LZ0] [EPOLL] built on Sep 23 2007
Fri Jun 19 13:08:58 2008 Static Encrypt: Cipher 'BF-CBC' initialized with 128 bit key
Fri Jun 19 13:09:58 2008 Static Encrypt: Using 160 bit message hash 'SHAL' for HMAC authentication
Fri Jun 19 13:09:58 2009 Static Decrypt: Cipher 'BF-CBC' initialized with 128 bit key
Fri Jun 19 13:08:58 2008 Static Decrypt: Using 160 bit message hash 'SHAL' for HMAC authentication
Fri Jun 18 13:09:58 2009 TUN/TAP device tun® opened
Fri Jun 19 13:09:58 2009 ifconfig tun® 192.168.1.100 pointopoint 192.168.0.100 mtu 1500
Fri Jun 19 13:09:58 2008 Data Channel MTU parms [ L:1544 D:1450 EF:44 EB:4 ET:0 EL:Q
Fri Jun 19 13:089:58 2009 Local Options hash (VER=V4): '62f4Badc’
Fri Jun 19 13:09:58 2009 Expected Remote Options hash (VER=V4): 'GcSeadbf’
Fri Jun 19 13:09:58 2008 UDPv4 link local (bound): [undef]:1194
Fri Jun 19 13:09:58 2009 UDPv4 link remote: 78.37.251.238:1194
Fri Jun 19 13:10:10 2009 Peer Connection Initiated with 78.37.251.238:1194
Fri Jun 19 13:10:10 2008 Initializatlion Sequence Completed
Refresh Save Log

Initialization Sequence Completed - coenuHeHHe yCTaHOBIECHO
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PyKOBOACTBO 10JIb30BaTENA WIRELESS

3.1.5. OpenVPN Server
Kypuan coobmenuii cepsepa OpenVPN

OpenVPN Server Log |

[Wed Sep 30 14:15:06 2009 91.122.178.160:1194 Expected Remote Options hash (VER=V4): '3514370b' [«
|Wed Sep 30 14:15:06 2009 91.122.178.160:1194 TLS: Initial packet from 91.122.178.160:1194, sid=f70b2310
a2cfs34d

Wed Sep 30 14:15:16 2009 91.122,178.160:1194 VERIFY OK: depth=1l, /C=RU/ST=NW/L=Saint_Petersburg/0O=Radiofid

| /0U=Developmet/CN=Radiofid_CA/emailAddress=support@radiofid.ru

|Wed Sep 30 14:15:16 2009 91.122.178.160:1194 VERIFY OK: depth=0, /C=RU/ST=NW/L=Saint_Petersburg/0=Radiofid
/0U=Development/CN=clientl/emailAddress=support@radiofid.ru

|Wed Sep 30 14:15:17 2009 91.122.178.160:1194 Data Channel Encrypt: Cipher 'BF-CBC' initialized with 128 bit
{key

|Wed Sep 30 14:15:17 2009 91.122.178.160:1194 Data Channel Encrypt: Using 160 bit message hash 'SHAl' for HMAC
authentication

|Wed Sep 30 14:15:17 2009 91.122,178.160:1194 Data Channel Decrypt: Cipher 'BF-CBC' initialized with 128 bit
{key

|Wed Sep 30 14:15:17 2009 91.122.178.160:1194 Data Channel Decrypt: Using 160 bit message hash 'SHAl' for HMAC
jauthentication

|Wed Sep 30 14:15:18 2009 91.122.178.160:1194 Control Channel: TLSvl, cipher TLSv1/SSLv3 DHE-RSA-AES256-SHA,
11024 bit RSA

|Wed Sep 30 14:15:18 2009 91.122.178.160:1194 [clientl] Peer Connection Initiated with 91.122.178.160:1194
[Wed Sep 30 14:15:18 2009 clientl/91,122.178.160:1194 OPTIONS IMPORT: reading client specific options from:
|/etc/openvpn/ccd/clientl

Wed Sep 30 14:15:18 2009 clientl/91.122.178.160:1194 MULTI: Learn: 10.8.0.6 -> clientl/91.122.178.160:1194
|Wed Sep 30 14:15:18 2009 clientl/91.122.178.160:1194 MULTI: primary virtual IP for
clientl/91.122.178.160:1194: 10.8.0.6

|Wed Sep 30 14:15:18 2009 clientl/91.122.178.160:1194 MULTI: internal route 192.168.0.0/24 ->
{clientl/91.122.178.160:1194

|Wed Sep 30 14:15:18 2009 clientl/91.122.178.160:1194 MULTI: Learn: 192,168.0.0/24 ->
|clientl/91.122.178.160:1194

|Wed Sep 30 14:15:19 2009 clientl/91.122.178.160:1194 PUSH: Received control message: 'PUSH_REQUEST'

/Wed Sep 30 14:15:19 2009 clientl/91.122.178.160:1194 SENT CONTROL [clientl]: 'PUSH_REPLY,route 10.8.0.1, route
{192.168.1.0 255.255.255.0,ping 60,ping-restart 180,1ifconfig 10.8.0.6 10.8.0.5' (status=1)

"Reﬁeéh> Save Log
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PyKOBOACTBO 10JIb30BaTENA WIRELESS

3.1.6. IPsec

Cocrosiaue mmdpoBanHoro TynHens IPsec.

000 "lpsecl": 192,168.1,0/24===85,25,139,166,,,217.66,146,11===192,168, 2,0/24; erouted; eroute owner: #G

00 "ipsecl": myip=unset; hisip=unset; myup=/etc/init.dsupdown; hisup=/etc/init.d/updown;

000 "lpsecl":  1ke_life: 3800s:; ipsec_life: 3600s; rekey_margin: 540s; rekey_fuzz: 106%: keyingtries: 0
0E0 "ipsecl":  policy: PSK+ENCRYPT+TUNMEL+UP; prio: 24,24; interface: ppp0;

0E0 "ipsecl": newest ISAKMP SA: #1; newest IPsec SA: #6;

0E0 "ipsecl":  IKE algorithm newest: AES CBC 128-SHAL-MODPZ2048

IlepBas  cTpoka  oTOOpaxaeT  KOHQUIypallMIO TyHHEISI U €r0  COCTOSHHUE!
erouted - ycranosien, unrouted - He ycraHOBieH. B HmKHE#H CTpoKe yKa3aH HCIIOIb3yeMblil
QJITOPUTM MU (POBAHUS.
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3.1.7. DynDNS

Ceenenus o pe3ynbrarax ooHoBienus [P-agpeca B cucreme DynDNS.

DynDNS Status '

Last DynDNS Update Status

INADYN: Started 'INADYN version 1.96' - dynamic DNS updater.
I:INADYN: IP address for alias ' ' needs update to '
I:INADYN: Alias ' ' to IP ' updated successful.

Last DynDNS Update Status - xypuan nocieanero oonosinenus DynDNS
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PyKOBOACTBO 10JIb30BaTENA WIRELESS

3.1.8. System Log

Kypnan cooOmieHuit CUCTEMBI.

_/\/ovacom

WIRELESS

EtselrEDGE Status and log Configuration Administration

_ <ms-dns1l 10.75.72. 449> <ms-dns3 10.75.72.20%] -~

Febh 25 13:00:41 GNS-ER75i-Twin daemon.debuy pppd[3351]: sent [IPCP ConfReq id=0x2 <addr 10.211.101.255>
<ms-dns1l 10.75.72. 449> <ms-dns3 10.75.72.20%]

Feh 25 13:00:41 GNS-ER75i-Twin daemon.debug pppd[3351]: rewvd [IPCP ConfReq id=0x1 <addr 10.0.0.1>]

Feb 25 13:00:41 GNS-ER75i-Twin daemon.debug pppd[3351]: sent [IPCP Confick id=0x1 <addr 10.0.0.1>]

Felh 25 13:00:41 GNS-ER75i-Twin daemon.debuy pppd[3351]: rowvd [IPCP Confick id=0x2 <addr 10.211.101.255>
<ms-dns1l 10.75.72. 449> <ms-dns3 10.75.72.20%]

Feb 25 13:00:41 GNS-ER75i-Twin daemon.notice pppd[3351]: local IP address 10.211.101.255

Feb 25 13:00:41 GNS-ER75i-Twin daemon.notice pppd[3351]: remote IP address 10.0.0.1

Feb 25 13:00:41 GNS-ER75i-Twin daemon.notice pppd[3351]: primary DN3 address 10.75.72.44

Feb 25 13:00:41 GNS-ER75i-Twin daewmon.notice pppd[3351] : secondary DNS address 10.78.72.20

Febh 25 13:00:41 GN3-ER75i-Twin daemon.debug pppd[3351]: Script Jetc/pppfip-up started (pid 3445)

Feb 25 13:00:42 CGNS-ER75i-Twin daemon.info dnsmasg[3484]: started, wersion 2.22 cachesize 150

Feb 25 13:00:42 GNS-ER75i-Twin daemon.info dnsmasg[3454]: cleared cache

Febh 25 13:00:42 GN3I-ER75i-Twin daemon.info dnsmasg[34584]: reading fetc/resolv.conf

Feh 25 13:00:42 GN3I-ER75i-Twin daemon.info dnsmasg[3484] : uzing nameserver 10.78.72.Z0#53

Feh 25 13:00:42 GN3I-ER75i-Twin daemon.info dnsmasg[3484] : uzing nameserver 10.78.72.44#53

Feb 2Z5 13:00:44 GN3-ER75i-Twin daemon.debug pppd[3351]: Script fetc/pppsip-up finished (pid 3445), status =

Felh 25 13:05:05 GNS-ER75i-Twin daemon.info ppp ping: Server 213.180.204.11 is alive

Felh 25 13:10:05 GNS-ER75i-Twin daemon.info ppp ping: Server 213.180.204.11 is alive

Felh 25 13:15:05 GNS-ER75i-Twin daemon.info ppp ping: Server 213.180.204.11 is alive

Felh 25 13:20:05 GNS-ER75i-Twin daemon.info ppp ping: Server 213.180.204.11 is alive

Feb 25 13:24:03 GNS-ERV5i-Twin daemon.info dhepd: DHCPREQUEST for 192.165.1.2 from 00:00:f0:7a:da:ee wia ethl
Feb 25 13:24:03 GNS-ER7V5i-Twin daemon.info dhepd: DHCPACKE on 192.165.1.2 to 00:00:f0:7a:da:ee wvia ethl
Felh 25 13:25:06 GNS-ER75i-Twin daemon.info ppp ping: Server 213.180.204.11 is alive

Felh 25 13:30:05 GNS-ER75i-Twin daemon.info ppp ping: Server 213.180.204.11 is alive

Feb 25 13:30:41 GNS-ER75i-Twin daemon.info dhepd: DHCPINFORM from 192.168.1.2

Feb 25 13:30:45 GNS-ER75i-Twin daemon.info dhepd: DHCPINFORM from 192.168.1.2

Felh 25 13:35:05 GNS-ER75i-Twin daemon.info ppp ping: Server 213.180.204.11 is alive

Fefresh ” Sawve Log

System Messages - xypHaix COOOIICHHIA CHCTEMBI
Refresh - o6HOBUTE cTpaHuIly

Save Log - coxpaHHTB KypHaJl Ha KOMITBIOTEpE
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JSNfovacom

WIRELESS

3.2. Configuration

3.21. LAN

Hacrpotika nmogkimodenus k nokansHou cetn u DHCP-cepsepa.

L

/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration
Configuration
|

LAN Configuration |

IP Address 19216811
Subnet Mask |255.266.255.0

Enable DHCP server

IP Pool Start
1P Pool End
Default Lease Time sec
Mazimum Lease Time SEC

[ Enable static addresses
Host name MAC address

IP address

IP Address - IP aapec poyrepa

Subnet Mask

Enable DHCP server
IP Pool Start

IP Pool End

Default Lease Time
Maximum Lease Time
Enable static addresses
Host name

MAC address

IP address

Apply

- MacKa TOJICeTH

- Bimrounts DHCP-cepBep

- HaYaJIo Uara3oHa BBIIaBaeMbIX apecoB

- KOHEII /Iarna3oHa BbAaBaEMBIX aIpecoB
- CPOK apeH/IbI aJipeca Mo-yMOITYaHHIO

- MaKCHUMaJIbHBIH CPOK apeH/bl ajpeca

- BKIIIOYMThH CTaTHYECKHE apeca

- UMsI KOMIIbIOTEpA

- MAC-anpec kommbroTepa

- IP-agpec xomnbroTepa

- IPUMEHUTHh HACTPOUKHU
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3.22. GPRS
Hactpoiika GPRS/EDGE noakiroucHus.

-/\N/ovacom

WIRELESS
GMNS-ER75i EDGE Router Status and log Configuration Administration
Cunflguratmn GPRS Configuration |
¥l Create GPRS connection Primary SIM card: | SiM slot1 v
SIM card #1 SIM card #2

Dial Mumber e Dial Number et F
MRL 1500 bytes MRL 1500 bytes
MTL 1500 bytes MTL 1500 bytes

(O Do not use DMNS service (O Do not use DNS service

(& Get DMS addresses from operator (® Get DNS addresses from operator
* can be blank
Check GPRS connection [¥] Switch SIM cards on failure
Ping IP Address 213.180.204.11 SwitchsiMafter (3 |failed attempts
Fing Interval minutes Try primary SIM after minutes

Apply

Create GPRS connection - moakiro4arscsi mpu 3amycke
Primary SIM card - ocaoBuast SIM-kapra (ci0T 1 wiu cior 2)
SIM card #1 - mapametps! nogkmtoueHust st SIM-kapter Nel
SIM card #2 - napametps! noaxmodeHus 1t SIM-kapTer No2
APN - uMs TOUKH AocTyma
Username* - umst moip30Barens
Password* - mapo:b
IP Address* - cereBoii aapec (eciau TpeOyeTCst OIIepaTopoM)
Dial Number - xomaHnaa ycTaHOBKH HHTEPHET-COEIMHEHHS
MRU - makcumaibHbII pa3mep NPUHATOTO MakeTa
MTU - makcuManbHBIN pa3Mep MepeaaHHOTO MaKeTa
Don not use DNS service - He ncnonb3oBarh ceppuc DNS
Get DNS addresses from operator - monyunts agpec DNS-cepBepa ot oneparopa

Use this DNS - ucrons3oBats ykazanusiii DNS-cepsep
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Check GPRS connection - nmpoBepsiTh HaIM4KEe COCAMHEHUS
Ping IP Address - ampec, ¢ KOTOPBIM ITPOBEPSIETCS COEAUHEHHE
Ping Interval - uarepsan npoBepku

Switch SIM cards on failure - nepexmtouarbess Ha npyryo SIM-kapty npu
OIINOKE COCAUHEHHUS

Switch SIM after X failed attempts - nepexirodars SIM-kapry mocne X HeymauyHbIX
TIOTBITOK

Try primary SIM after XX minutes - Ilepexonuts Ha ocHoBHYI0 SIM-kapTy mocie
XX MUHYT pabOThI HA PE3EPBHOMA.

Apply - npuUMEHUTH HACTPOKH

* - [10JIe MOXET OBITh IMMYCTHIM
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3.23. NAT

[IpenocraBnenune kommnbioTepam U3 cetu MHTEpHET JOCTyNa K CepBEPY, PacloiioKEHHOMY B
JIOKAJILHOU CETH.

—/N/ovacom

WIRELESS
T

Public Port  Private Port Type Server IP Address

|80 |[a0 |[TcP w]192.188.1.2 |
| I [Tcr | |
| I |[Tce ]| |
| I |[Tce ]| |
| | |[Tce ]| |
| I |[Tce ]| |
| I |[Tce ]| |
| I |[Tce ]| |

Enable rermote HTTP access at port

[ send all remaining incoming packets to default server

Default Server IP Address l:l
Apply

Public Port - mopt, noctymnusiii u3 cetr UuTepHeT
Private Port - mopr cepBepa B JIOKalnbHOH ceTH
Type - tum nporokona: TCP wiu UDP
Server IP Address - IP-agpec cepsepa

Enable remote HTTP access - paspemunts jmoctyn k  Web-untepdeiicy
poyTrepa yepe3 MHTEPHET Ha YKa3aHHBIN MOPT

Enable remote Telnet access - paspemuts H0CTYIT K KOHCOIH poyTepa yepes
WHTEPHET HA YKA3aHHBIH TOPT

Send all remaining incoming packets to - oTnpaByiATh Bce 0CTaIbHBIE BXOISIINE MAKETHI
default server Ha cepBep 10 yMOJTYaHUIO

Default Server IP Address - agpec cepBepa o yMOT4aHHIO

Apply - npumMeHnTH HACTPONKHU
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3.2.4. Firewall

Bpanamaysp orpaHnyMBaeT JOCTYN K YKa3aHHBIM CETEBBIM peECypcaMm.

_/N/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration
Configuration Firewall Configuration |

Allow remote access only from specified hosts

Source Source IP Address * Protocal Target Port *
[single address v [192.168.1.2 [[TcP (a0 |
|Sing|e address V|| || all V|| |
|Sing|e address V|| || all V|| |
|Sing|e address V|| || all V|| |
|Sing|e address V|| || all V|| |
|Sing|e address V|| || all V|| |
|Sing|e address V|| || all V|| |
|Sing|e address V|| || all V|| |
* can be blank

Allow remote access only from specified hosts - paspemnts  ymanéHnelii  IOCTY  TOJIBKO
YKa3aHHbIM XO0CTaM

Source - UCTOYHHK
single address - ykasaHHbIi1 ajipec
any - nroboi

Source IP Address - IP-aapec ucrounnka
Protocol - mporokon (Bce, tcp, udp, icmp)
Target Port - nopt Ha3Ha4YeHUs

Apply - IpuMEeHUTH HACTPOIKH

* - 110JI€ MOXET OBITh IMYCTHIM
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3.2.5.

GRE

C nomompto GRE-TyHHENsI MOXKHO OOBEIUHUTE J1B€ (PU3UUYECKHU pa3ieiEHHbIC JTOKAJIbHBIE
CEeTH B OJHY JIOTHYECKYI0. BHIUMaHue  JaHHbIENePEat0TCABOTKPLITOMBHIE!

CBonHas Tabnuia TyHHeNe:

GRE Tunnel Configuration |

# Create Description Remote IP Address Remote Subnet

1. |no |* [ Edit ]
2. [no [« [ Edit ]
3. no|w [ Edit ]
4, |no |* [ Edit ]
5. |no [+ [ Edit ]
6. |no |w [ Edit ]
7. |no || [ Edit ]
8. |no ¥ [ Edit ]
9, |no |* [ Edit ]
10. |no |* [ Edit ]
Apply

# - HOMEp TyHHEIs

Create - co3nars TYHHETb

yes - na

No - Her

Description - kpaTkoe omnucaHue

Remote IP Address - aapec ynanéHHOW MaIIUHbI
Remote Subnet - ynanéunas cetsb

Edit - penakTupoBaTh HACTPONKH TYHHEIIS

Apply - npUMEHUTH HACTPOIKH

Ha »toit CTPaHUIC BbI MOXCTC BKIIIOUUTH HWJIM BBIKJIKOYHUTL OTACIBHBIC TYHHCIIHA WA

MEPEUTH Ha CTPAHUILY HACTPOEK OJTHOTO U3 TYHHEJEH.
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Crpanuiia HaCTpONWKH TYHHEJIS:

GRE Tunnel Configuration |

Description * test

Remote External [P Address |217.66.147.11
Remote Subnet 192.168.0.0
Remote Subnet Mask 255.255.255.0

Local Internal IP Address *
Remote Internal IP Address *

* can be blank

Apply

Create GRE tunnel #05 - coznare GRE-TynHenb Nob
Description - kpaTkoe onucaHue TYHHEIs
Remote External IP Address - Baemrnuii IP anpec ynanéunoii cetu
Remote Subnet - ynanéunas cetsh
Remote Subnet Mask - macka ynanéHHo# cetu
Local Internal IP Address - nokanbHblii BHyTpeHHU# IP agpec
Remote Internal IP Address - ynanéunsiit Buyrpennmuii IP agpec

Apply - IpUMEHHUTH HACTPOWKH

* - 1101 MOXET OBITh ITYCTBIM.

ITonst Local Internal IP Address u Remote Internal IP Address ucnonb3yrorcst npu
00bEeTMHEHNH TOJILKO JIByX YCTPONCTB B Pa3HBIX CETSIX.
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3.2.6. OpenVPN Tunnel

OpenVPN — 3amuménHbIid TYHHEIb MY IBYMS YCTPOHCTBAMH.

OpenVPN Tunnel Configuration

Create OpenvPN tunnel

Take settings from Configuration File |
Protocol TCP client |
TCP port 1154

Remote [P Address * 85.26.139.166|

Remote Subnet * 192.158.0.0

Remote Subnet Mask * 255.255.255.0

Redirect Gateway no |-
MAT Rules not applied |

Local Interface IP Address 10.10.10.2
Remote Interface IP Address |10.10,10.1

----- BEGIMN OpenWPN Static key V1-----
7BE5E3c55508ed]1 27b25hdec fB8L T 25¢
Pre-shared Secret |6dd504de9eh9849:904bde3606d 0655
e7830e81988c50f55a3131fec7ebaz2h
29dfc25231f39277595438fe351e6alB

CA Certificate
DH Parameters
Local Certificate
Local Private Key

proto tcp-client

port 1194

remote dimkas.homelinux.org
ifconfig 10.10.10.2 10.10.10.1
route 192,168.0.0 255.255.255.0
secret /var/openvpn/secret.pem

Configuration File

* can be blank

Ping Interval *

Ping Timeout *
Renegotiate Interval *
Handshake Window *
Inactivity Timeout *
Max Fragment Size *
Compression
Authenticate Mode
Username

Password

130
3900

| none -

| Tunnel: pre-shared se(~

Apply
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Create OpenVPN tunnel - coznare Tynaens OpenVPN

Take settings from - bparb HacTpoiiku u3
Web Interface - Be6-unTepdeiica
Configuration File - ¢aiina nactpoiiku

Protocol - ITporokon
UDP - pexomenayetcs (tpebyet 06a BHemHux IP-anpeca)
TCP server - mns ycrpoiicTsa ¢ BHemHNM |P-axpecom
TCP client - s yerpoiictsa 6e3 BHemsero |P-anpeca

TCP/UDP Port - nomep nopra TCP/UDP
Remote IP Address - ynanéuusiii IP agpec
Remote Subnet - ynanéunas cetsb
Remote Subnet Mask - macka ynanéuHo# cetu
Redirect Gateway - 3aMeHHTBH [IUTIO3 IO YMOJIYaHUIO
NAT Rules - mpasuina NAT

no applied - He mpUMeHSTH
applied - npumensaTsh

Local Interface IP Address - agpec J0kalbHOTO BUPTYaIbHOTO HHTEpdEiica
Remote Interface IP Address - agpec ynanéunoro BUpTyaabHOro uatepdeiica
Ping Interval - unTepBan npoBepku (B CEKyH1aX)
Ping Timeout - nepuon oxxumanust otBeTa (B CEKyH/IaX )
Renegotiate Interval - unrepBan nepecoennHenus (B CEKyH/1ax)

Handshake Window - makcumanbHblii HHTEpBal OOMEHa KIOUYaMHU
IPH YCTAHOBKE COCANHCHHUSI

Inactivity Timeout - 3aBepmiath COEAMHEHHE TMPH OTCYTCTBHHU
AKTUBHOCTH B TEUCHHE 33 ]AHHOTO HHTEPBaa

Max Fragment Size - makcuMasbHBII pa3mep GpparMeHTa

Compression - cxxarue
none - HeT
LZO - mno anropurmy LZO

Authenticate Mode - meton ayreHTHbUKAIMN
Tunnel: none - Tynuens: HEeT
Tunnel: pre-shared secret - TyHHens: mo KiIOUy
Tunnel: X.509 certificate (client) - Tyuuens: mo ceprudurary X.509 (kauent)
Tunnel: X.509 certificate (server) - Tynnens: no cepruduxary X.509 (cepsep)
Client: username/password - KimeHT: 0 IMEHH U apoITio
Client: X.509 certificate - Knuenr: no ceprudukary X.509

Pre-shared Secret - xitou st ayreHTHDUKAITIH
Username - ums Iojab30Bareiist

Password - maposnb
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CA Certificate - kopueBoii ceprrdurar
DH Parameters - mapametpsr aaropurma Diffie-Hellman
Local Certificate - nuunsrii ceprudukar Local
Private Key - nuunblii cekperHbiit kitou Configuration
File - mone mns BBOAA (haiina HacCTpONKH

Apply - IpUMEHUTH HACTPOHKH

* - 110J1€ MOXET OBITh ITYCTHIM
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3.2.7.  OpenVPN Server

OpenVPN cepsep no3BomsietT npuHuMarh coenunenus or OpenVPN kiueHTOB.

OpenVPN Server Configuration |

Server Configuration

Start OpenVPN Server

Protocol UDP|¥

Port 1194

Server Configuration |server 10.8.0.0 255.255.255.0
ping 60

ping-restart 180

CA Certificate  |-.-.- BEGIN CERTIFICATE----- -
MIIDrjCCAxegAwIBAgIJAMqDZ646nhWQMAGGCSYGSIb3DQEBBQUAMIGXMQSWCQYD
VQQGEwJSVTELMAK GALUECBMCT 1cx GTAXBgNVBACTEFNhaWSOIFBLdGVyc2J1cmex
ETAPBgNVBAOTCFIhZGLvZm1kMRMWEQYDVQQLEWPEZXZ1bGawbWVOMRQWEGYDVQQD [~

DH Parameters  |..... BEGIN DH PARAMETERS----- =
MIGHA0GBALdSwOMQ3ycVekpgLNoSloEx rtEkISTRFK1zPq/E8f1HbNDd1iCnSBTOh
+CI9GR/tC+T6A1aNSy 2SjMgw01ZCj 2Rt scdBhx3Z0OHt SwyK6ekpDLSSwxY+4dV1D
kqDBREYThH7DngouceMLBcKg4fvoZBIesGwOUieh /vSPVDx tuWVDAGEC v

Local Certificate  |..--. BEGIN CERTIFICATE----- a
MIIEDDCCA3NgAWIBAQIBATANBgkqhkiGOwOBAQUFADCB1zELMAK GALUEBhMCULUX
CzAJBgNVBAQT Ak SXMRkwFwYDVQQHEXBTYWLudCBQZXR1cnNidXInMREWDWYDVQQK
EwhSYWRpb 2ZpZDETMBEGALUECXMKRGV2ZWx vc G1 1dDEUMBIGALIUEAXMLUMFkaWom |~

Local Private Key ~ |..-.. BEGIN RSA PRIVATE KEY----- -
MIICXwIBAAKBgQDNS+NGZALSkQyMLcZTAvkDOt731xmSMSfwwS38x 9k S4ozL Oeay
wPY343mcGaxJAYa/+axhUS17jUKk8piALKcWrf2mUQY 40dGC20w72]sS6Ntey4l] | -
UULOfETpEBIqq26+FITMOkDge4V1byd rkONDKSqtLFLbwrAOPhVOKGYP1wIDAQAB |+

Clients Configuration

# Enable Description Client Name

1. | yes|v | [Descriptionl clientl [ Edit ]
2, | no |v | |Description2 Client2 | [Edit]
3. | no | ¥ | |Description3 Client3 [ Edit ]
4. [no |v] [444 | (4444 | [ Edit]
5. [no [~] [ 55 [ Edit ]
Apply |

Server Configuration - mactpoiiku cepBepa
Start OpenVPN Server - 3anyctuts cepsep OpenVPN
Protocol - mpotokosn (TCP unu UDP)
Port - nopr
Server Configuration - kouduryparus cepsepa
CA Certificate - xkopHeBo# cepTudukar
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DH Parameters - mapametpsl aaropurma Diffie-Hellman
Local Certificate - mokanbHbIH cepTUhHKAT
Local Private Key - okaibHBbIH KITHOY
Clients Configuration - HacTpo#Ky KIMEHTOB
# - HOMEp KIIMEHTa
Enable - paszpemmrts coenunenue
Description - kparkoe omnucaHue
Client Name - ums knuenTa
Edit - penakTupoBarh HACTPOWKH KIIHEHTA

Apply - npUMEHUTh U3MEHCHHUS

Hacrpoiika cepBepa ananmorndyna HacTpoiike cepBepa OpenVPN Ha koMITbIOTEpE, 32 UCKITIOYCHUEM
TOr0, 4TO TapaMeTpsl dev, port u prot0 yka3siBaTh HE HYXKHO.

Crpanuiuia HaCTpONKH KIIMEHTA!

OpenVPN Client Configuration

~| Enable client #£1
Description * |Descriptionl
Client Name |clientl

Configuration |push "route 192.168.1.0 255.255.255.0"
push "ping 60"
push "ping-restart 180"
route 192.168.0.08 255.255.255.0

* can be blank

Apply

Enable client #1 - paspemuts kinenta Nol
Description - kparkoe omnucaHue
Client Name - ums kiueHTa
Configuration - koHHTypaIus KIXeHTa

Apply - npUMEHUTh U3MEHECHUS

* - 11oj1€ MOXeT OBITh IMYCThIM
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3.2.8. IPsec

IPsec TynHenb coeMHSIET IBE CETH Yepe3 3ain(ppoBaHHBINA KaHAI.

IPsec Tunnel Configuration

Create IPsec tunnel
Remote IP Address *
Remote ID *

Remote Subnet *
Remote Subnet Mask *
Local ID *

Local Subnet *

Local Subnet Mask *

Key Lifetime 3600 sec
IKE Lifetime 3600 sec
Rekey Margin 120 sec
Rekey Fuzz 100 %
NAT Traversal disabled |-
Aggressive Mode disabled |-
Authenticate Mode pre-shared key |+
Pre-shared Key test

CA Certificate

Remote Certificate

Local Certificate

Local Private Key

Local Passphrase *

* can be blank

Apply

Create IPsec tunnel - co3mars Tynnens IPsec
Remote IP Address - ynanénnsiii IP agpec
Remote ID - ynan€uusiii uaeHTHPUKATOP
Remote Subnet - ynanénnas noxcersb
Remote Subnet Mask - macka ynanéunoii mogceru

Local ID - nokanbHbIi HISHTUPHKATOP
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Local Subnet - noxanpHasg noxcersb
Local Subnet Mask - macka nokanpHOI TTOACETH
Key Lifetime - BpeMs »ku3HH KITI04a
IKE Lifetime - Bpems xusuu IKE coennnenus
Rekey Margin - onepeskeHue nmepernHUIHaTn3aIHH
Rekey Fuzz - ciyuaiinas no0aBka K OIepexeHUIO

NAT Traversal - npoxoxaenue uepes NAT
disabled - 3amperieHo
enabled - paspemeno

Aggressive Mode - arpecCUBHBIN PEKUM
disabled - 3anpemeno
enabled - paspemieno

Authenticate Mode - pexxum ayreHTHduKaIIHN
pre-shared key - o6mmmii ko
X.509 certificate - cepruduxar X.509

Pre-shared Key - o6ruumii Kiaro4u
CA Certificate - kopHeBoii cepTrdHKaT
Remote Certificate - ynanéunsiii cepruduxar
Local Certificate - nokanbHblii cepTrduKar
Local Private Key - nmokaibHbIH KITHOY
Local Passphrase - nokanbHast maposibHas ppasa

Apply - npUMEHUTh U3MEHECHHUS

* - 11oj1€ MOXeET OBbITh IMYCThIM
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3.2.9. Serial Port

[TapamMeTpsl 1ocTyna K BHEIIHEMY IIOCJIEI0BATEIBHOMY IIOPTY.

—/N/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration
Conflguratlon

Serial Port Configuration

Serial Port Access | Telnet (TCF) V|
TCP/UDP Port  |28000 |
Mane

Server IP
Baudrate Tunnel Sgr\;er (UDF)
Tunnel Client (UDP

Data Bits 5 k4
Parity Check |N0ne v|
Stop Bits [1pit v
Tirmeout |12 |sec

Apply

Serial Port Access - pexxuM JocTyna K NOCIeI0BaTeIbHOMY ITOPTY
None - mer nocryma
Telnet (TCP) - uepes Telnet (mpotoxon TCP)
Tunnel Server (UDP) - cepep Tyuuens (mpotokonx UDP)
Tunnel Client (UDP) - knuent tynnens (nmporoxon UDP)

TCP/UDP Port - mopt ans noakmtouerus (TCP wiun UDP)

Server IP - IP aagpec cepBepa (TONbKO B pexuMe KIHEHTA
TYHHEJ)

Baudrate - ckopocTh mepeiauu TaHHBIX
Data Bits - konmmuecTBO OUT TAHHBIX

Parity Check - npoBepka uétHocTu
None - Her
Even - u€tHOCTH
Odd - meuérHOCTH

Stop Bits - konuuecTBO CTOM-OMT

Timeout - Bpems okumanust (TOJBKO B peXXMMeE J0CTyIa
uepe3 Telnet)

Apply - npumMeHnTH HACTPONKH
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3.2.10. DynDNS

Ilo3BosIg€T HA3HAYUTH JAOMCHHOC UM KOMIIBIOTCPY C BHCIIHUM JUHAMHWYCCKUM IP-aI[pG:COM.

-/\N/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration

Configuration DynDNS Configuration |

Enable DynDMNS client

Hostname |dynamit.dyndns.org

Enable DynDNS client - Bxirounts kimenta DynDNS
Hostname - nomeHHOE UM
Username - uMs moJIb30BaTes
Password - maposnb
Apply - IpuMEeHUTH HACTPOIKH

OO6parure BHUMAHUE! 4TOOBI HCIIOIB30BaTh CepBuUC DynDNS,
3aperucTpupoBarhes Ha caiite http://www.dyndns.com/
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3.211. NTP

CuHXpOHM3ALIKS 4aCOB POyTEpa C CEPBEPOM TOUYHOTO BPEMEHH Y€pEe3 UHTEPHET.

-/\N/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration
Configuration NTP Configuration |

Synchronize clock with NTP server on power up

Primary NTP Server Address
Secondary NTP Server Address [time.nist.gou

Local time zone

Synchronize clock with NTP server on power up - CHHXpOHH3MPOBATH Yachl IIPH 3aIyCKe
Primary NTP Server Address - anpec nepsoro NTP cepsepa
Secondary NTP Server Address - agpec Broporo NTP cepsepa

Apply - IpUMEHUTH HACTPONKH
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3.2.12. SMS
OtnpaBka SMS-yBeoMIIeHUI O COCTOSHUM POyTEPa U MHTEPHET-TTOKIIOUCHHUS.

_/N/ovacom

WIRELESS
GMNS-ER75i EDGE Router Status and log Configuration Administration
Configuration SMS Configuration |
a1}

Send SMS on power up

Send SMS on GPRS connect
Send SMS on GPRS disconnect

Phone Mumber 1 + |79211234567
Phone Mumber 2 + | 380937654321

* can be blank

Send SMS on power up - ornpasiste SMS npu BKItOYCHHH
Send SMS on GPRS connect - ornpasnste SMS nipu nogxirodennn GPRS
Send SMS on GPRS disconnect - ormpasisate SMS nipo otkimtodeHnn GPRS
Phone Number 1 - niepBsiit HoMep TenedoHa
Phone Number 2 - Bropoii Homep Tenedona
Unit ID * - uaentudukarop ycrpoiicta

Apply - IpUMEHUTH HACTPOWKH

* - 11oj1€ MOXeET OBbITh MYCThIM
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3.2.13. PIN

Paz6noxupoBanue xaptsl, 3amuméHHon PIN-komzom.

—/\/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration

Configuration SIM PIN Configuration |
SIMcard: (SiMslat1iv

SIM PIN 1: 4358

SIM PIN 2: 7923

[ Store PIN codes ] [ Unlock selected S card

Daily Reboot

SIM card - Beibop SIM-kapts! oTkimtoueHust PIN-kona
SIMPIN 1 - PIN-kox mst 1-it SIM-kapTsr
SIM PIN 2 - PIN-xox mst 2-i SIM-kaptet
Store PIN codes - zanmnomauts PIN-komBI

Unlock selected SIM card - orkmounts  mpoBepky  PIN-xoma st
BbIOpaHHOM SIM-KkapThI
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3.3. Administration

3.3.1. Change Password

YcraHoBKa mapodist Uis I0CTyna K Web-unrepdeiicy u koHcomu.

/\/ovacom

WIRELESS

GMS-ER75i EDGE Router Status and log Configuration Administration
Administrati Change Password |
Pa ol

Old Password

Confirm Password

Old Password - crapslii maposb
New Password - HOBBbIif TapoJIb
Confirm Password - moBtop maposist

Apply - IpUMEHUTH HACTPONKH
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3.3.2. Backup/Restore

CoxpaHeHHUe U BOCCTaHOBJICHUE HACTPOEK poyTepa.

_/N/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration
Administration Backup/Restore configuration |
Change Pa d

Backup configuration: | (Backu

Restore configuration:| |[ Og=zop.. ” FEestore ]

OmepuitHe =GNS-ER75i-Twin-settings. bin=

Brl cofMpaeTecs 0TKPRITE dakn
GNS-ER 75i-Twin-settings.bin

AENAKIWHMACA Binaty File
3 http:ff192,168.1.1

Kak: Firefox cneayet obpaboTate aToT dakin?

(%) CoxpaHmTe dhain

50



GNS-ER75i Twin EDGE/GPRS poyTtep _I\/ovacam

PykxoBoacTBO mosib3oBaress WIRELESS

/N/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration

Administration Backup /Restore configuration |
( d
- Backup configuration:

Restore configuration: |C:\Nuvacom\GNS-ER?5i-Twin-settings.bin " (0a30p... ] [ Restore ]

Backup - coxpaHuTh KOHHTYpaIHIO Ha KOMIIBIOTEPE
Browse... - BeIOOp (aiina coxpaHEHHON KOHPHUTYpaIH

Restore - BoccraHOBIEHHE KOH(UTYpALIUH
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3.3.3. Set Real Time Clock

CHUHXpOHU3UPOBATh BHYTPEHHUE Yachl C CEPBEPOM TOYHOTO BPEMEHHU WM YCTAaHOBUTH
BpEMsI BPYUHYIO.

_/N/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration
Administration

Set Real Time Clock |

Current date and time: Thu Feb 25 13:30:34 UTC 2010

ONTP Server Address |0.poolntp.org

- Year Manth  Day Hours  Minutes Seconds
@entermanually oo oz |-[5 | [13 |:f0 | :[34 |

Current date and time - Tekyiue nata u Bpems
NTP Server Address - aapec cepBepa /st CHHXPOHU3AIMU YacOB
Enter manually - BBecTr Bpyunyro
Year - Month - Day - T'ox - Mecsi - JIeHb
Hours : Minutes : Seconds - Yacel : Munytsl : CeKyH/IbI
Note: time treated as UTC (GMT+0). - Vurure: Bpems cunraercs kak UTC (GMT+0)

Apply - IpUMEHUTH HACTPONKH
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3.3.4. Startup Script

Ckpunt 3amyckaercs Ipd  BKIIOYEHHHM  YCTPOMCTBA U MO3BOJISET  MPOBOJUTH
JIOTIOJIHUTENbHBIE HACTPOUKHU.

—/N/ovacom

WIRELESS

GNS-ER75i EDGE . N -

Administration Startup Script

Run script at startup

Qe Rrrint b

Run script at startup - BBIMOJHUTEL CKPHIIT MOCIIE 3aTycKa

#!/bin/sh - ckpunrt o00s3aTeNbHO JOMKEH HAYMHATHCS C
yKa3zaHUs HHTEpIIpeTaropa

Save Script - coxpaHUTh CKPUIIT
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3.3.5. Send SMS
Otnpaska SMS-coo0miennii

-/\N/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration
Administration Send SMS |
Chang ord

Ch

Phone Mumber +79111234567

Proveriasem swvyaz!

Message Text

Phone Number - nomep Tenedona (0e3 3HaKa «ILIIOC» M
mpo0eIoB)

Message Text - tekct coobuienust (He Gomee 160 cuMBOIIOB,
TOJILKO JIATHHHIICH )

Send - ornpaBUTH COOOIIECHHS
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3.3.6. USSD Command

Otnpaska USSD komanas! (Hanpumep, 3ampoc 6ananca).

-/\N/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration
Administrat USSD Command |
Ct Pa gs| ]
—— USSD Command: [*100# Timeaut: SEeC

USSD Command - USSD xomanna
Timeout ... SEC - BpeMsi OKUIaHKsI OTBETA B CEKYHIaX

Send - oTnpaBUTH KOMaHy

55



GNS-ER75i Twin EDGE/GPRS poyTtep _I\/ovacam

PykxoBoacTBO mosib3oBaress WIRELESS

3.3.7. Update Firmware

OOHOBJICHUE BHYTPEHHETO MPOrPAMMHOI0 00ECIICUeHH s POyTepa.

—/\/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration
Administration Update Firmware |
Ch ssword

k ) ) )
— Firmware version: 1.0 Compiled: 2010-02-02 13:39:16

Mew Firmware |C:\N0vacom\config.bin H (JE=0p.. ]

Firmware Version - texyiias BepcHsi BHyTPEHHEH POrpaMMbI
Browse... - BeIOOp (aiina ¢ HOBOI BepcHel IpOrpaMMBI

Update - BBIIIOIHUT OOHOBJICHHE
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3.3.8. Reboot
Ilepe3arpyska poyrepa.

—/\/ovacom

WIRELESS

GMNS-ER75i EDGE Router Status and log Configuration Administration
e |
C S

¥iReset configuration to defaults

The reboot process will take about 60 seconds to complete.

Reset configuration to defaults - BepayTs HaCTPOIKH IO YMOTYAHUIO

The reboot process will take about 60 seconds - mporiecc  mepe3arpy3ku  3aiMET  OKOJIO
to complete 60 cexynn

Reboot - BeimonuuTe nepesarpysky
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4. Cnmcok J0CTYNHBIX KOMAH/

HexkoTopbie koMaH 1bI, KOTOPBIE MOT'YT OBITh HCIIOJIB30BaHbI B telnet-ceccuun mam B ckpurte
[IOJIL30BATENS B IOIOJHEHUE K OOBIYHBIM KOMAHIaM O0O0JI0YKH:

byteconv
decode
encode
ftp
ftpget
ftpput
getimei
getpid
gsminfo
hwinfo
led
loaddefaults
loadset
logger
modem

pcom
pcom?2
pcom3

picocom
pppinfo
saveset

sim

sms

timeconv
ttySl-lock
ttySl-unlock
ttyS2-lock
ttyS2-unlock
usb

ussd

wget

nepeBoIUT OaMTH B KMUJIOOAMTE, MeTrabaMTel M I'MT'abalTbl
oexommupyeT TekcT u3 BASEG4

KOIMpyeT TekcT B BASEG4

xkJmeHT FTP

ckaumBaeT dann ¢ ftp-cepsepa

3arpyxaetT dann Ha ftp-cepsep

Bo3BpamaeT IMEI GSM-mMonyJisa

BO3BpawaeT PID yka3aHHOI'O II0 MMEHM Ipolilecca
nHbpopMaLmsa O cocTosaHuM GSM-coeIMHEeHMS

uuTaeT MAC-amgpec U CEepMUMHBIN HOMEp M3 (Qusum-naMsaTU
yhapapJIeHMEe CBETOOMOOOM COCTOSAHUA YCTPOMCTBA
BO3BpallaeT HACTPOMKM K 3aBOINCKUM

3arpyXaeT HaCTPOMKM M3 Gismu-naMaTu

nobaBJyisgeT cooOlWeHMe B XypHall CUCTEME

yhnpasJjleHre nuraHmeM GSM-MonyJia

TEepMMHAJI 1-T0 IocJenoeaTeJIbHOIO nopra (GSM-Monyib,
xaHaJ GPRS)

TEPMMHAJ 2-T'0 NOCJemOBaTeJIbHOTO nopra (GSM-momynsb,
KaHaJl ynpaBJlIeHUsd)

TEPMMHAJ 3-T'0 INOCJIeHOBATEJIbHOTO InopTa (BHemHMY COM-—
IopT)

TepMMHAJIbHag OpoTrpaMMa

mHpopMauMsa O COCTOSAHUM PPP-coemmHeHUS
coxpaHsaeT HaCTPOMKM BO Giam-naMarhb

BEIOOP cJioTa SIM M nNpoBepKa HalMuMsa JIOTKa B CJIOTE
OTNnpaBJigeT, uUYuTaeT U ynansgeT SMS-coobueHus
NIepeBOIUT CEeKYHIOEl B MMHYTE, YacCH M IHU
OJIOKMPYET I[IOCJIeNOBATEJIbHEM HOPT 1
PasbJIoKMPYyeT IIOCJIeOOBaTEJIbHE NopT 1
OJIOKMPYET IOCJEeNOBATEJIbHEI [IOPT 2
PasBbJIOKMPYyeT IIOCJIeOOBATEJIbHEM IOPT 2
MOHTMPYEeT M OTMOHTHMPyeT USB Flash
ornpasiydgeT USSD-3amnpoc

3arpyska oOannos uepes HTTP wunm FTP

58



GNS-ER75i Twin EDGE/GPRS poyTtep _AIO\/acom

PyKOBOACTBO 10JIb30BaTENA WIRELESS

5. IHoanep:xka

HoBble Bepcuu TOKyMEHTAIMK M IpOrpaMMHOro obecredenus mist poyrepa GNS-ER75I

Twin moxxHO0 HaiiTH Ha caiite kommanuu «Novacom Wirelessy http://novacom-wireless.ru, te.
+7(812)323-95-62.
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